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Information security, cybersecurity and data  
protection policy

processes. Data must be protected against loss and, where required by 

law, must also be archived. Likewise, the disposal and deletion of infor-

mation in accordance with data protection regulations must be ensured. 

If the instructions of ElringKlinger AG are subject to the processing of 

an order, contractual partners must implement these instructions. When 

processing personal data or confidential data, partners must comply 

with applicable standards such as the GDPR, TISAX/AIAG-TIPISR, ISO 

21434, IEC 62443, ISO 27001:2022 or similar.

Legal and customer-specific requirements are implemented at every 

stage of the process, from initial development through to final decom-

missioning. The overall responsibility for the cybersecurity management 

system lies with the CCSO. At the product level, the R&D directors, the 

functional safety managers, the Head of Product Integrity and additional 

specialist departments all work together closely to ensure that com-

prehensive protection is in place to defend against cyberattacks. This 

collaboration ensures that the products always comply with the highest 

security standards and are optimally protected.

Access to information must be restricted according to its classification. 

This is ensured by the use of corresponding authorizations and state-

of-the-art technologies. In addition, data protection-compliant protocols 

must be kept to ensure traceability.

Corporate assets must be protected against incidents of force majeure, 

such as natural disasters and war, as well as against pandemics, fires, 

water, theft and attacks by third parties. It is important to assess the 

risks to information security regularly and initiate appropriate counter-

measures as quickly as possible in the event of any acute threats.

Specific risks are defined for all divisions, and these are assessed both 

internally and externally at regular intervals. If necessary, appropriate 

countermeasures must be established and their effectiveness verified.
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Our primary goal is to protect business interests and corporate assets 

from threats in all key areas. The assets to be protected include:

 »  The intellectual property of ElringKlinger AG, as well as that of our 

customers and partners

 » Management and planning knowledge

 » The knowledge and skills of our employees

 »  The personal data of our employees, as well as that of our  

partners and customers

 »  The guarantee of being able to continually deliver and provide the 

necessary services to our customers

 »  The brands and material assets of the ElringKlinger Group, as well as 

the overall reputation of the company

We also endeavor to meet all the necessary legal requirements for data 

protection and information security. This reduces the risks to the rights 

and freedoms of data subjects and ensures that the right to informa-

tional self-determination is upheld.

Each of our employees and all persons working on behalf of 

ElringKlinger  AG contribute to compliance with data protection and 

information security and cybersecurity measures in their respective 

area of activity. Our commitment to complying with laws and maintain-

ing trade secrets is of the utmost importance. The management board 

of ElringKlinger  AG assumes responsibility for compliance with legal 

requirements in the areas of data protection, information security and 

cybersecurity. They also provide the necessary resources to ensure that 

these requirements are fulfilled. The Group's Chief Information Security 

Officer (CISO) is responsible for creating and implementing the guide-

lines and measures for information security. In the area of data protection, 

the Group's Data Protection Officer assumes this responsibility, while the 

Chief Cybersecurity Officer (CCSO) is responsible for cybersecurity.

Compliance with data protection, information security and cybersecu-

rity practices aims to ensure the confidentiality, availability and integrity 

of data in networks, on systems and in development and production  

Information and telecommunications technology plays a crucial role in supporting ElringKlinger AG and enabling the company to provide its ser-

vices. The necessary processes, information and systems are significant assets for our company and are of central importance to the fulfillment 

of our corporate mission. To protect these assets and guarantee the security of our information and systems, an integrated information security/

data protection management system (ISMS/DMS) has been established and expanded with a cybersecurity management system (CSMS). Our 

intention is to manage ISMS, DMS and CSMS altogether as one consolidated integrated management system. These measures help us to opti-

mize our processes, minimize risks and guarantee that our information and systems remain secure.


